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New assault weapons pose threat to Web  
 
By Evan Hansen and John Borland  
Staff Writer, CNET News.com 
February 8, 2000, 8:30 PM PT 
 
A combination of new technologies and the rising stakes of online business may help 
explain this week's rash of outages at some of the largest companies driving the 
growth of the Internet. 

The weapons used to execute "denial of service" attacks, which crippled major Web sites 
this week, have existed in rudimentary form for decades. But security experts say several 
effective assault tools that help automate the launch of such attacks have been released 
only recently.  

With names like Trinoo, Tribe Flood Network and Stacheldraht (German for "barbed wire"), 
these tools take advantage of otherwise innocent computers connected to the global network 
to launch a vast flood of traffic at their targets.  

 
Using these 
programs, 
attackers 
break into 
dozens or 
even hundreds of computers 
around the Net and install a kind 
of time bomb that is difficult to 
detect. At a later date, the 
attacker can send a command 
to all of the "slave" machines, 
which then wake up and start 
firing streams of information that 
clog their targets' networks.  

Although these technologies 
have not been identified by the 
victims of the last two days--
Yahoo, eBay, Amazon.com, 
Buy.com and CNN.com--most 
analysts predict that such 
attacks will become a fixture of the digital landscape. At a time when economic stakes and 
battles for control of the Internet are growing exponentially, the availability of these potential 
weapons may be too tempting for some perpetrators to resist.  

"It does point out that high-profile attacks are likely," said Rob Enderle, an analyst at Giga 
Information Systems. "Companies need an action plan. They need to prepare."  

Law enforcement authorities and Internet organizations have been worried about the spread 
of new assault technologies for some time. The FBI, the National Institute of Standards and 
Technology and Carnegie Mellon's Computer Emergency Response Team Center have 
issued warnings about the problem in recent months.  
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One of the first sites to be hit by this kind of massive, coordinated attack was the University 
of Minnesota, which was effectively shut down last August. In that incident, 227 computers 
were used to inundate the school's system with traffic, some of which were connected to the 
super-fast Internet 2 academic system.  

No one has confirmed that these tools, or even something like them, have been used in any 
of the recent high-profile incidents. But security experts say it appears that this week's 
coordinated attacks are using something similar--and that means that the Web will continue 
to see such online terrorism.  

"If this is someone who has a large collection of (slave) sites waiting to attack, they could 
literally fire off one attack after another," said Jim Magdych, director of security research for 
PGP Security, a division of Network Associates.  

Many security analysts are betting that a single individual or coordinated group is 
responsible for the incidents of the last 48 hours. But that doesn't mean that other, unrelated 
attacks aren't lurking around the corner.  

These tools are easy to download from the Net, experts say. The FBI already said it has 
found traces of the attack tools widely distributed on potential host networks, raising the 
possibility of a new wave of outages.  

Network administrators say there are few sure-fire defenses  against such attacks. Yet 
industry analysts said they see little evidence of a crippling threat to Internet commerce in 
the long term.  

This week's strikes were relatively brief, presumably to help keep the perpetrators from being 
easily caught. In addition, blitzes of the scale that brought down Yahoo are still thought to be 
difficult to organize.  

"It could last for days," Magdych said. "But in that case, the odds of somebody noticing go up 
a lot."  

Theoretically, sites have  been vulnerable to such attacks for years--and knowledgeable 
Internet users have not been shy about using them, generally as a means 
of protest. Online toy seller eToys, for example, was targeted last month 
by Net users upset over the company's legal efforts to shut down the 
domain name of an art group going by the name of etoy.  

Other victims include various government sites, such as those operated by the U.S. Navy 
and NASA.  

But this week's attacks have raised the ante in terms of scale. The Yahoo incident, for 
example, involved as many as 50 computers working in tandem and delivered at the peak a 
crippling gigabit of data per second to disable the system.  

Some observers said they see a link between the first attack and the timing of a network 
service provider conference this week. The North American Network Operators Group 
(NANOG) gave a presentation yesterday on denial of service attacks at about the same time 
Yahoo was hit, leading to speculation that hackers may have used the occasion to send a 
message.  

"I don't think that was a coincidence," said Daniel Todd, director of public services for 
Keynote Systems, which tracks the performance of Internet sites.  

As of late today, however, no one had stepped forward to claim responsibility for the attacks. 
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Although federal investigators met with Yahoo today to discuss the outage, no formal inquiry 
has been announced.  

Regardless of magnitude or motive, many believe that this kind of high-profile attack may 
now be a fact of digital life.  

"This is relatively easy to do and not easy to defend against," said Peter Neumann, a 
security analyst for consulting firm SRI International.  

"People have been pretty complacent in the past. But that's like saying we've never had an 
electronic Pearl Harbor, so there's no need to worry."  
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