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How they stack up 

Network World, 09/02/02  

DoS Tools are about equal on performance 
Our tests determined that all seven Denial of Service tools reviewed worked 
comparably at detecting attacks, with most product detecting 95% of the attacks we 
launched at them. 

X = Attack detection by product

HTTP Request Increase X  
TFN Syn Flood X  
Stacheldracht X  

Synk4 detected, but machine already 
hung

Fraggle X  
Mstream X  
Jolt2 X  
Opentear X  
RC8 X  
Pimp2 X  
Land X  
Targa3 X  
Naptha X  
randomized IP TCP ACK flood X  

randomized IP TCP SYN flood detected, but filter blocked 
legitimate traffic
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randomized IP UDP flood X  
randomized IP ICMP flood X  

HTTP Request Increase    
TFN Syn Flood not detected

Stacheldracht X  
Synk4 X  
Fraggle X  
Mstream X  
Jolt2 X  
Opentear X  
RC8 X  
Pimp2 X  
Land X  
Targa3 X  
Naptha X  
randomized IP TCP ACK flood X  
randomized IP TCP SYN flood X  
randomized IP UDP flood X  
randomized IP ICMP flood X  

HTTP Request Increase blocked traffic as configured when 
it exceeded defined thresholdX

TFN Syn Flood X  
Stacheldracht X  
Synk4 X  
Fraggle X  
Mstream X  
Jolt2 X  
Opentear X  
RC8 X  
Pimp2 X  
Land X  
Targa3 X  
Naptha X
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Land X  
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Back to main review: "Denial of service: Fighting back" 

Apply for your free subscription to Network World. Click here. Or get Network World 

delivered in PDF each week. 

  
Request a reprint or permission to use this article.  

To top 

 
Opentear X  
RC8 X  
Pimp2 X  
Land X  
Targa3 X  
Naptha X  
randomized IP TCP ACK flood X  
randomized IP TCP SYN flood X  
randomized IP UDP flood X  
randomized IP ICMP flood X  

 
Poorly protected networks have put, and will continue to put, enterprise 
networks, and even entire companies, at high risk. NWFusion offers two 
security related FREE e-mail newsletters designed to keep you current 
on security challenges and solutions , and provide you with 
strategic insight into where information security’s future lies. Sign up for our 
Security e-mail newsletter and our Security & Bug Patch Alert e-mail 
newsletter today! 

 
Practice makes perfect! 

Passing your Nortel certification exam is a snap with the practice tests 
available on NetSmart. Provided by Boson Software, Nortel Certification 
practice tests are written by respected industry professionals, based on 
published vendor objectives, and loaded with over 200 questions! Get your 
practice test today on NetSmart:  
www.nwnetsmart.com/ns/tests/boson/nor_router.html  
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Subscription to Network World.  

Each week Network World delivers an extensive lineup of product, service and 
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Today - It's FREE! 
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Subscription to Network World.  
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Today - It's FREE! 

 
Hewlett Packard  - Top IT sites combine their best insights on a single 

screen. 

IDC's European IT Forum, Sept. 16-17 in Monaco - Explore new 

economic landscapes and the next wave of technology solutions. 

Singlestep Technologies  - Improve the way you manage your Cisco 

Gear. Learn more now! 
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In my opinion, the 
NW Audio Primers 

are: 

 
A great educational 
tool

 
A good educational 
tool

 
I could take them 
or leave them

 
Don't know what 
they are
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